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S6: 977 /QB-UBND

Binh Phudc, ngay 26 thang 9 nam 2025

QUYET PINH
Ban hanh Quy ché bao dam an toan thong tin, an ninh mang
cia Uy ban nhan dan phwong Binh Phuwéc

CHU TICH UY BAN NHAN DAN PHUONG

Can cir Ludt t6 chite Chinh quyén dia phwong ngay 16 thang 6 nam 2025;

Can cir Ludt An ninh mang so 24/2018/0H14 ngay 12/6/2018;

Can cir Nghi dinh s6 85/2016/NP-CP ngay 01 thang Can cir Ludt An toan thong
tin mang sé 86/2015/0H13 ngay 19/11/2015;

Can cir Nghi dinh sé 142/2016/NP-CP ngay 01 thang 7 nam 2016 cia Chinh
phii vé ngan chén xung dét thong tin trén mang;

Can cir Quyét dinh sé 05/2017/0P-TTg ngay 16 thang 3 nam 2017 ciia Thii
twomg Chinh phii ban hanh Quy dinh vé hé thong phwong an ieng ciru khan cdp bao
dam an toan thong tin mang quéc gia;

Can cu Quyet dinh so 1622/QB TTg ngay 25 thang 10 nam 2017 cua Thu
twong Chinh phi ve viéc phé duyet Pé an dday manh hoat déng ciia mang luéi ung
civu sw ¢6, tang cuong nang lwc cho can bé, bd phdn chuyén trach g ciru sie c6 an
toan thong tin mang trén toan quoc dén 2020, dinh hiréng dén 2025,

Can cir Théng tw s6 12/2022/TT-BTTTT ngay 12/8/2022 cia Bé truong B
Théng tin va Truyén théng quy dinh chi tiét va hudng ddan mét sé diéu ciia Nghi dinh
6 85/2016/NP-CP ngay 01/7/2016 vé bdo dam an toan hé thong théng tin theo cdp
do;

Can cir Théng tw s6 20/2017/TT-BTTTT ngay 12 thing 9 nam 2017 cia Bo
Théng tin va Truyén théng quy dinh vé diéu phéi, iing ciru sw ¢6 an todn théng tin
mang trén toan quoc;

Can cir Thong tw s6 31/2017/TT-BTTTT ngay 15 thang 11 nam 2017 ciia BS
Théng tin va Truyén théng quy dinh hoat déng gidm sdt an toan hé thong thong tin;

Theo dé nghi ciua Treéng phong Van hod — Xa héi phwong tai To trinh
$6:510/TTr-VHXH ngay 23 thang 9 niam 2025.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché bao dam an toan thong
tin, an ninh mang cua Uy ban nhan dan phuong Binh Phudc (¢é Quy ché kém theo,
gom 4 chuong, 26 dzeu)

Dleu 2. Quyét dinh nay c6 hiéu luc tir ngdy ky ban hanh va thay thé Quyét
dinh s6: 2871/QB-UBND ngay 29/12/2023 cua Chu tich Uy ban nhan dan thanh
phd Pong Xoai vé viéc ban hanh Quy ché dam bao an toan thong tin mang trong
hoat dong ung dung cong nghé thong tin cia cac co quan nha nudc.



Piéu 3. Chanh Van phong HDND va UBND phuong; Thu truong cac phong,
ban, don vi lién quan chiu trach nhiém thi hanh Quyét dinh nay, ké tir ngay ky./.

Noi nhan:

- Nhu Diéu 3;

- S& Khoa hoc va Cong nghg;

- CT, cac PCT UBND phuong;

- Trang thong tin dién to phuong;
- LDVP; CV: CNTT;_

- Luu: VT/. = =

_-'/___. L
—

Ng6 Hong Khang



UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
PHUONG BINH PHUOC Doc 1ap — Tu do — Hanh phic

QUY CHE
BAO PAM AN TOAN THONG TIN, AN NINH MANG
UY BAN NHAN DAN PHUONG BiNH PHUGC
(Ban hanh kem theo Quyét dinh s6.977 /QB-UBND ngay26.. thang 9 nam 2025
ctia Uy ban nhdn ddn phirong Binh Phitéc)

Chuong I
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh va di twong 4p dung

1. Pham vi diéu chinh: Quy ché nay quy dinh vé bao dam an toan, an ninh
thong tin mang trong céc hoat dong ctia Uy ban nhan dan phuong Binh Phudec.

2. Béi twong ap dung:

a) Cac phong, ban chuyén moén, don vi, bd phan truc thudc ﬁy ban nhan dan
phuong va can bd, cong chire, vién chirc va ngudi lao dong cia Uy ban nhan dan
phuong.

b) Co quan, to chtrc, ca nhan c6 két ndi vao hé thong mang ciia Uy ban nhan
dan phuong Binh Phudec.

¢) Co quan, t6 chtrc, ¢4 nhan cung cap dich vu cong nghé thong tin va an toan
thong tin mang cho cac phong ban thuéc Uy ban nhan dan phuong Binh Phudc.

Piéu 2. Giai thich tir ngir

Trong Quy ché nay, cac tir ngit dudi ddy dugc hiéu nhu sau:

1. An toan théng tin mang 1a su bao vé thong tin s6 va cac hé théng thong tin
trén mang tranh bi truy nhap, st dung, tiét 10, gian doan, sira d6i hodc pha hoai trai
phép nham bao dam tinh nguyén ven, tinh bao mat va tinh kha dung cua thong tin.

2. Hé thong théng tin 1a tp hop phan ctng, phin mém va co s dir liéu duoc
thiét lap phuc vu muc dich tao 1ap, cung cap, truyén dua, thu thap, xtr 1y, luu trir va
trao d6i thong tin trén mang cia mot co quan, to chirc.

3. Chii quan hé thong théng tin 1a co quan, t6 chirc, ca nhan c6 thim quyén
quan 1y truc tiép ddi v6i hé théng thong tin.

4. Pon vi van hanh hé tho”'ng thong tin 1a co quan, t6 chirc dugc chu quan h¢
thong thong tin giao nhiém vu van hanh hé thong thong tin. Trong trudng hop chu
quan hé théng thong tin thu€ ngoai dich vu cong nghé thong tin, don vi van hanh hé
thdng thong tin 12 bén cung cap dich vu.

5. Sw ¢ an toan théng tin mang 13 viéc thong tin, hé thdng thong tin bi gay
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nguy hai, anh huong téi tinh nguyén ven, tinh bao mat hoac tinh kha dung.

6. Phan mém déc hai 13 phan mém c6 kha ning gy ra hoat dong khong binh
thuong cho mot phﬁn hay toan bo hé théng thong tin hodc thuc hién sao chép, stra
d6i, x0a bo trai phép thong tin luu trit trong hé théng thong tin.

7. Mang ngang hang 1a mé hinh mang ma trong d6 cac may tinh c6 quyén binh
dang nhu nhau, mdi may tinh ¢ quyén chia sé tai nguyén va st dung cac tai nguyén
tor may tinh khéc.

8. Pon vi chuyén trach vé cong nghé théng tin 1a don vi chuyén trach vé cong
nghé thong tin ctia chii quan hé thdng thong tin do cha quan hé théng thong tin chi
dinh.

9. Don vi chuyén trach vé an toan thong tin 1a don vi c6 chuc ndng, nhiém vu
bao dam an toan thong tin ctia chii quan hé thong thong tin.

10. Cdn bo chuyén trach la can by, cong chirc, vién chirc, nguoi lao dong duoc
tuyén dung phu trach an toan thong tin/cong nghé thong tin tai cac co quan, don vi.

Piéu 3. Nguyén tiic bao dam an toan, an ninh thong tin mang

1. Co quan, td chtrc, c4 nhan c6 trach nhiém bao dam an toan thong tin mang.
Hoat dong an toan thong tin mang cua co quan, td chire, ca nhan phai dung quy dinh
ctia phép luat, bao dam qudc phong, an ninh qubc gia, bi mat nha nude, giit vimg 6n
dinh chinh tri, trat tu, an toan xa hoi va thac day phat trién kinh té - xa hoi.

2. To chtic, ca nhan khong dugc xam pham an toan thong tin mang cua t6 chuec,
ca nhan khac.

3. Vi€c xtr 1y su c0 an toan thong tin mang phai bdo dam quyén va loi ich hgp
phap cua t6 chure, cd nhan, khong xam pham dén doi song riéng tu, bi mat ca nhan,
bi mat gia dinh cua ca nhan, thong tin riéng cua t6 chuec.

4. Hoat dong an toan thong tin mang phai dugc thuc hi¢n thuong xuyén, lién
tuc, kip thot va hiéu qua

Piéu 4. Cac hanh vi bi nghiém cim
1. Céac hanh vi bi nghiém cAm quy dinh tai Diéu 7 Luat An toan thong tin mang.

2. Tuy d4u ndi thiét bi mang, thiét bi cép phat dia chi mang, thiét bi phat song
nhu diém truy cap mang khong day cua ca nhan vao mang ndi bg; trén cung mat
thiét bi thuc hién ddng thoi truy cip vao mang ndi b va truy cap Internet bang thiét
bi két ndi Internet cua ca nhan (modem quay sd, USB 3G/4G, dién thoai di dong,
may tinh bang, mdy tinh xach tay).

3. Ty ¥ thay doi, g& bo bién phap an toan thong tin cai dit trén thiét bi cong
nghé thong tin phuc vu cong viée; tu ¥ thay thé, lip méi, trao d6i thanh phan cta
may tinh phuc vu cong viéc.



4. Tao ra, cai dat, phat tan phﬁn mém doc hai.

5. Can trd hoat dong cung cép dich vu cua hé théng thong tin; ngan chan viéc
truy nhap dén thong tin ctia co quan, ca nhan khac trén méi trudng mang, trir trudng
hop phap luat cho phép.

6. B¢ khoa, trom cap, st dung mat khau, khoa mat ma va thong tin cia co quan,
cd nhan khac trén moi trudong mang.

7. Céac hanh vi khac 1am mat an toan, bi mat thong tin cua co quan, c4 nhan
khac duogc trao doi, truyén dua, luu trit trén moi trudng mang.

Chwong I1
QUY PINH BAO PAM AN TOAN, AN NINH THONG TIN MANG
Picu 5. Yéu ciu thiét ké, xdy dung hé thong thong tin

1. Khi thiét ké xay dung, nang cip, mo rong hé thong thong tin, chii quan hé
thdng thong tin phai xay dung phuong an bao dam an toan thong tin trong hd so
thiét ké va giri don vi chuyén trach vé an toan thong tin ciia chil quan hé thong thong
tin thAm dinh (hodc don vi chuyén trach vé an toan thong tin ctia Uy ban nhan dan
tinh) trude khi trinh cap c6 thim quyén phé duyét du an.

2. Panh gia, phan loai cap do an toan thong tin ciia hé thong thong tin

a) Chu quan hé thong thong tin c6 trach nhiém t6 chic danh gia, phan loai cap
d6 an toan thong tin cua hé théng thong tin theo quy dinh tai Nghi dinh s
85/2016/ND-CP ngay 01/7/2016 cua Chinh phii vé bao dam an toan hé thong theo
cép do (goi tat 1a Nghi dinh $6 85/2016/ND-CP) dé ap dung phuong an bao dam an
toan thong tin phu hop;

b) Ho so dé xuat cip do bao gdm céc tai liéu dugce quy dinh tai Pidu 15 Nghi
dinh s6 85/2016/ND-CP, gui don vi chuyén trach vé an toan thong tin cta chil quan
hé thdng thong tin hodc don vi chuyén trach vé an toan thong tin cua Uy ban nhan
dan tinh tham dinh, trinh cdp c6 thAm quyén phé duyét.

3. Trudc khi dua vao van hanh, khai thac hé théng thong tin, Chu quan hé
thong thong tin phai thuc hién kiém thtr hodc van hanh thir trude khi dua vao st
dung. Két qua kiém thir, van hanh thir phai duoc 1ap thanh van ban va tuan thu theo
quy dinh tai Diéu 10 Thong tu sb 24/2020/TT-BTTTT ngay 09/9/2020 cua Bo
truong BO Thong tin va Truyén thong quy dinh vé cong tac trién khai, gidm sat cong
tac trién khai va nghiém thu dy 4n dau tu tng dung cong nghé thong tin st dung
ngudn von ngan sach nha nudc.

Picu 6. Bao vé bi mat nha nwéc trong hoat dong ing dung CNTT

1. Quy dinh vé soan thao, in 4n, phat hanh va sao chup tai liéu mat

a) Khong duoc str dung may tinh ni mang Internet dé soan thao vin ban;



chuyén giao, luu trir thong tin c6 ndi dung thudc bi mat nha nudce; cung cép tin, tai
lidu va dua thong tin bi mat nha nudc trén Céng/Trang thong tin dién tir;

b) Khong duogc in, sao chuyp tai li¢u bi mat nha nudc trén cac thiét bi két ndi
mang internet;

¢) Phai b6 tri 01 may vi tinh riéng, khong két ndi mang nodi bo va mang Internet
dung dé quan 1y, soan thao céc tai liéu mat ctia nha nude theo quy dinh.

2. Khi stra chira, khac phuc cac su ¢6 cua may tinh dung soan thdo van ban
mat, cac phong, don vi phai bdo cédo cho nguoi c6 tham quyén. Khong duoc cho
phép cac t6 chure, cad nhan khong c6 trach nhiém tryc ti€p sura chira, xtr ly, khac phuc
su cO.

3. Trudc khi thanh 1y cdc may tinh trong cac co quan nha nudc, can bo chuyén
trach cong nghé thong tin phai duing cac bién phap ky thuat xoa bé vinh vién dir liéu
trong 6 crng may tinh.

Piéu 7. Quy dinh vé cap phat thu hdi cip nhit va quan 1y céc tai khoén
truy cip vao hé thong thong tin

1. Trach nhiém, quyén han nguoi dung khi truy cap, ding nhap cac hé théng
thong tin, ddm bao mdi ngudi dung khi st dung hé thdng thong tin phai duoc cap va
st dung tai khoan truy cap voi dinh danh duy nhat gan véi nguoi dung dé. Trudng
hop st dung tai khoan dung chung cho mot nhém ngudi hay mot don vi, phai cé co
ché xéac dinh cac ¢4 nhan, don vi ¢6 trach nhiém quan 1y tai khoan. Nguoi dung chi
duoc truy cap cac thong tin phu hop voi chirc ning, trach nhiém, quyén han cta
minh va c6 trach nhiém bao mat tai khoan truy cép duoc cap.

2. Can bo chuyén trach thyuc hién quan 1y, cap tai khoan ca nhan va phan quyén
truy cap cho nguoi s dung trén tat ca cic may tram dit tai cac co quan, don vi.
Trong trudng hop can thiét co thé huy tai khoan truy cdp ca nhan va ngit két ndi dbi
v6i cac hanh vi ¢ ¥ tAn cong hodc gy tré ngai cho mang may tinh; hiy quyén truy
cap hé thong thong tin ddi vai can bd, cong chirc (CBCC) nghi ché do, chuyén cong
tac va dam bao kha ning van truy nhap duoc vao cac hd so duoc tao ra boi CBCC
d6. Huéng dan nguoi sir dung thay doi mat khau ngay sau khi ding nhap lan dau
tién va bao v¢ thong tin cua tai khoan theo quy dinh.

3. Mat ma ding nhép, truy cip hé théng thong tin phai ¢ d6 phire tap cao (c6
d6 dai tdi thiéu 8 ky tur, ¢ ky tu thuong, ky ti hoa, ky tu s6 hodc ky tu dac biét nhu!,
@, #, $, %,...).

Picu 9. Bio dam nguon nhan luec

1. Khi tuyén dung can bd chuyén trach phu trach an toan thong tin/cong nghé
thong tin phai xay dung cac quy dinh dbi v6i cong tac tuyén dung. Can bd chuyén
trach duoc tuyén dung vao vi tri 1am vé an toan thong tin c6 trinh do, chuyén nganh



vé linh vuc cong nghé thong tin, an toan thong tin, pht hop véi vi tri tuyén dung.

2. Céan bd chuyén trach dugc dam bao cac diéu kién hoc tap, tiép can cong
nghé, kién thtc an toan bao mat thong tin trudce khi tién hanh cac hoat dong quan 1y
hay k¥ thuat nghiép vu.

3. Can bd dugc giao nhiém vu quan 1y, van hanh truy cap, khai thac ddi voi
cac hé théng thong tin thuc hién theo trach nhiém va phan quyén duoc quy dinh;
viéc khai thac thong tin phai bao dam nguyén tic bao mat, khong dugc tu ¥ cung
cap thong tin ra bén ngoai; theo ddi va phat hién cac trudng hop truy cap hé théng
trai phép hodc thao tic vuot qua gidi han, bao céo cho can bd quan Iy dé tién hanh
ngan chin, thu hoi, khoa quyén truy cap ciia cac tai khoan vi pham.

4. Thudng xuyén to chire, phd bién cac quy dinh vé dam bao an toan thong tin,
nham nang cao nhan thuc vé trach nhiém dam bao an toan thong tin cho td chue, ca
nhan st dung hé théng thong tin do don vi quan .

Pi¢u 10. Bao dam an toan ha ting mang
1. Quan Iy ha ting mang ndi bd

a) Tuan thu cac quy dinh kién trac hé théng, tiéu chuin, quy chuan k¥ thuat;
cai dat, cau hinh, td chirc hé théng mang phu hgp véi cac tiéu chuan ung dung cong
nghé thong tin cila cac co quan nha nudc, bao dam an toan thong tin; han ché sir
dung mo hinh mang c6 nguy co mat an toan thong tin cao;

b) T6 chitc mo hinh mang: Cai dat, cau hinh, t6 chirc hé théng mang theo md
hinh May khach/May cha (Client/Server), han ché sit dung mé hinh mang ngang
hang. Trang bi thiét bi tudng ltra chuyén dung hodc phan mém tudng ltra dé ngin
chan va phat hién xam nhép trai phép vao mang ndi bd ctia co quan, don vi khi két
nbi voi hé thong bén ngoai; Xay dung hodc thué hé thong gidm sat an toan thong tin
dé kiém soat, phat hién truy cap trai phép vao hé thong;

c) Ddi v6i cac phong, ban, don vi truc thudc khong nam cung mot khu vuc thi
can thiét 1ap mang riéng ao (VPN) dé ting cudng an ninh cho ha ting mang ndi bd.
Khi thiét 1ap cac dich vu trén moi trudng mang Internet, chi cung cip nhitng chirc
nang thiét yéu nhat bao dam duy tri hoat dong cta hé thong thong tin; han ché st
dung/mé cong giao tiép mang, giao thic va cac dich vu khong can thiét;

d) Khi thuc hién truy nhap tr xa vao mang nodi bo thuc hién chirc ndng quan
tri, phai st dung giao thirc mang c6 ma hoa thong tin (nhu: SSL/TLS, VPN...) va
thiét 1ap mat khau co d6 phtc tap cao;

d) Xay dung quy trinh két ndi thiét bi dau cudi ctia ngudi sir dung vao hé thong
mang; truy nhap va quan Iy ciu hinh hé théng; ciu hinh tdi vy, ting cudng bao mat
cho thiét bi mang, bao mat trong hé théng va thuc hién quy trinh trude khi dua hé
thong vao van hanh khai thac;



e) Khong ty y ddu ndi thiét bi mang, thiét bi cp phat dia chi mang, thiét bi
phat séng nhu diém truy cip khong day cua c4 nhan vao mang ndi bd co quan, don
vi;

g) Khong tir y thay dbi, g& bo bién phép, giai phap an toan thong tin cai dat
trén thiét bj cong nghé thong tin phuc vu cong viéce; tu ¥ thay thé, 1ap mdi, trao doi
thanh phan cta mdy tinh phuc vu cong viéc. C4 nhan, to chirc phai c6 trach nhiém
tur quan 1y, bao quan thiét bi ma minh duoc giao sir dung.

2. Quan Iy hé théng mang khong day

a) Khi thiét 1ap mang khong day dé két ndi véi mang cuc bo thong qua cac
diém truy nhap (Access Point - AP), co quan, don vi van hanh phai thiét lap cac
tham sb: Tén, nhan dang dich vu (Service Set Identifier - SSID), mat khau c6 do
phtrc tap cao (c6 do dai tdi thiéu 8 ky tu, c6 ky tu thuong, ky tu hoa, ky tu sb hoac
ky tu dic biét nhu: |, @, #, $, %), cap phép truy nhap ddi véi dia chi vat Iy (MAC
Address), ma hoa dir li€u theo co ché bao mat WPA2 hoic WPA3;

b) Mat khau dang nhap phai duoc thiét 1ap c6 do phirc tap cao, dinh ky 6 thang
thay d6i mat khau nhdm ting cudng cong tac bao mat;

¢) Khi cung cép truy cép Internet qua mang khong day cho ngudi ngoai, co
quan, don vi van hanh phai tao thém mdot SSID riéng va gidi han bang thong truy
cap phu hop do6i véi doi tuong nay.

Picu 11. Bao dam an toan may tinh c4 nhan va ing dung

1. Trén may tinh ca nhan

a) Hé diéu hanh duoc cai dit 1a phan mém c6 ban quyén (bao gém ban quyén
thuong mai hoic ma ngudn mé c6 ngudn gde rd rang), cac dich vu cai dit trén may
tinh 1a cac dich vu dugc stir dung dung chung cho co quan, don vi, khong cai dat cac
dich vu khong str dung;

b) Thiét 1ap ché do tu dong cip nhat phién ban va hé diéu hanh, phan mém,
ung dung va phai thiét 1ap mat khau truy nhap ché do tu dong bao v¢ man hinh sau
10 phut khong sir dung d6i voi tat ca may tinh;

2. Co quan, don vi ¢ trach nhiém trang bi phan mém phong chdng ma doc
(antivirus) c6 ban quyén cho hé théng may tinh; thiét lap ché do tu dong cap nhat
phién ban mai, cac ban va 16i; ché do tu dong quét ma doc khi sao chép, mé cac tap
tin; ché 46 quét toan bo may tinh dinh ky hang tuan.

3. Pinh ky hang tuan, co quan, don vi phai kiém tra cac tién trinh trén may tinh
nhiam sém phat hién nguy co cai cim phan mém doc hai trén may tinh.

Piéu 12. Bio dam an toan dir liéu

1. Quan Iy tai khoan va chir ky sd



a) Khi cap tai khoan, chit ky s6 lan dau cho ngudi dung truy nhap, co quan,
don vi van hanh phai thong bao (qua email, dién thoai) va ngudi dung phai thay d6i
mat khau sau khi dang nhap thanh cong lan dau;

b) Cac hé thong thong tin khi phan quyén phai thiét 1ap ché do gidi han sé lan
dang nhap khong hop 18 vao hé thong tdi da khong qua 05 lan, khi nguoi dung ding
nhap sai vuot qua sd 1an quy dinh, tai khoan chuyén sang ché d6 khoa quyén truy
cap; cac h¢ théng thong tin xac 1ap ché do thoat ra khoi hé théng néu nguoi su dung
khong twong tac trén hé thong cta phién lam viéc qua 10 phut;

¢) Chu tai khoan, chit ky s6 khong chia sé, giao quyén tai khoan, chit ky sb va
mat khau truy nhap cho ngudi khac. Khong sir dung tai khoan cua ngudi khac (vi du
tai khoan thu dién ti, chit ky sb, ching thu s6) dé dang nhap vao hé théng thong tin,
co s& dir liéu;

d) Tai khoan thu dién tt, chit ky sé chuyén dung (xxx@dongnai.gov.vn va chi
ky s6 do Ban Co yéu Chinh phii cap) dé phuc vu cho cac hoat dong mang tinh cong
vu, khong st dung dé giao dich, dang ky trén mang xa hoi, cac trang thong tin dién
tor cong cong khac; dinh ky 01 nam kiém tra viéc luu trit cua hé théng thu dién tu,
tién hanh x6a cic mail qua cii, khong can thiét dé dam bao hé théng hoat dong on
dinh thong sudt;

d) Tai khoan quan tri hé thong duogc giao cho can bo chuyén trach cong nghé
thong tin phuc vu cho cong tac quan tri, phan quyén, cau hinh hé thong d6. Cong
chtrc, vién chirc quan tri hé théng khong st dung cung mgt mat khau cho nhiéu tai
khoan khac nhau;

e) Khi ca nhan thay ddi vi tri cong tac, chuyén cong tac, thoi viéc, nghi huu,
ngay tir thoi diém Quyét dinh c6 hiéu luc, co quan, don vi quan 1y c4 nhan dé phai
thong bao cho co quan, don vi van hanh dé diéu chinh, thu hoi, huy bo tai khoan,
chit ky s6, chimg thu s6.

2. Co ché ma hoa va sao luu dit liéu phai dam béo tinh toan ven cua dir ligu.

3. Céc co quan, don vi khi trién khai dich vu sao luvu dy phong ¢ muc vat Iy
can thiét 1ap chirc ning RAID (Redundant Arrays of Inexpensive Disks hoic
Redundant Arrays of Independent Disks) dé ting téc do doc ghi hodc bao dam kha
nang luu trit du phong. Cac co quan, don vi khi thué dich vu can yéu cAu nha cung
cap dich vu thiét 1ap cac giai phap sao luu tu dong dbi v6i dir liéu trén may chi co
so dit liéu va may chu tng dung va xay dung cac kich ban c6 sin dé khoi phuc lai
toan bd may chu hoac cac tap tin, thu muc khi xay ra su co.

4. Bbi v6i cong tac sao luu du phong va khoi phuc dit liéu (tan suét sao luu du
phong, phuong tién luu trit, thot gian luu trir; noi luu trit, phwong thire luu trit va
phuong thic 1y dit liéu ra khoi phuong tién luu trir)

a) Lap danh sach cac dit liu, phan mém can dugc sao luu, cé phan loai theo
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thoi gian luu trit, thoi gian sao luu, phuong phép sao Iuu va thoi gian kiém tra phuc
hdi hé théng tir dit liéu sao luu;

b) Xay dung tai liéu, quy trinh huéng dan sao luu/phuc hoi dit liéu cua hé
théng: Pon vi quan tri hé théng thuc hién xay dyng Tai liéu hudng dan sao luu cu
thé dbi véi timg hé thong cung cap dich vu, hé thong diéu hanh ma don vi quan 1y.

5. Céan b chuyén trach phéi hop vai cac don vi ¢6 lién quan thuc hién xac dinh
céc thong tin, thuc hién quy trinh sao luu du phong va phuc hoi cho cac phan mém,
dit liéu can thiét theo quy dinh, quy trinh sao luu, luu trit hién c6. Cac nd1 dung thuc
hién gdm: Lap danh sach cac dit lidu (thong tin cau hinh cia mang, may chu), phan
mém ung dung, co s¢ dit li€u, tép tin ghi nhat ky hé dugc sao luu, c6 phan loai theo
thoi gian luu trit, thoi gian sao luu, phuong phép sao luu va thoi gian kiém tra phuc
hdi hé théng tir dit liéu sao luu; thue hién quy trinh sao luu dy phong va phuc hoi.

6. Dt licu sao luu phai dugc luu trir an toan trén H¢ théng luu trt du phong,
thiét bi luu trit ngoai va dugc kiém tra thudng xuyén dam bao san sang cho viéc st
dung khi can; viéc kiém tra, phuc hdi hé thong tir dit liéu sao luu tbi thiéu 6 thang
mét 1an (hodc khi cé yéu cau dot Xuét).

7. Khi thyuc hién chia sé tai nguyén trén may tinh, cac co quan, don vi phai st
dung mat khau dé bao vé thong tin, dir li€u; khong thuc hién chia sé toan bd b cung;
theo ddi, giam sat dé két thuc chia sé tai nguyén ngay khi hoan thanh. Céc thong tin,
tai li¢u, dir liéu nhay cam phai dugc ma héa trudce khi trao doi, truyén nhan qua mang
may tinh.

8. Co quan, don vi st dung may tinh va thiét bi luu trix khi mang di bado hanh,
bao dudng, sua chira bén ngoai co quan, don vi phai thao rd1 by phan luu trir khoi
thiét bi va dé lai co quan, don vi hodc x6a dit liéu luu trir trén thiét bi. Khi thanh 1y
thiét bj phai x6a dit liéu luu trit bang phan mém hoic thiét bi huy dit liéu chuyén
dung.

9. Thong tin, dit li€u thudc pham vi bi mat Nha nudc phai dugc quan 1y theo
quy dinh hién hanh vé bao vé bi mat Nha nudc.

Pi¢u 13. Bao dam an toan thiét bi dau cudi

1. Trén mdy tinh ca nhan phai thiét 1ap ché d6 ty dong cap nhat hé diéu hanh
trén may tinh, phai thiét 1ap mat khau truy nhap ché do tu dong bao vé man hinh khi
khong sir dung; str dung nhitng trinh duyét an toan, dang tin cdy, cai dat phan mém
phong chéng ma doc; thiét 1ap ché do tu dong cap nhat phan mém phong chong ma
doc, ché do tu dong ra quét ma doc khi sao chép, mé céc tap tin, ché do6 ra quét may
tinh dinh ky hang tuan.

2. Khuyén khich cac co quan, don vi dau tu, mua sim thiét bi cong nghé thong
tin san xuat trong nudc. Néu mua sam thi€t bi cong ngh¢ thong tin nhap khau thudc
danh muc san pham, hang hoa c6 kha ning gy mat an toan thudc trach nhiém quan
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1y cia B6 Thong tin va Truyén thong quy dinh.

3. Két ndi may tinh/thiét bj dau cudi ctia ngudi sir dung vao hé thong

a) Nguoi st dung khi truy cdp, st dung tai nguyén ndi bo, truy cap mang va
tai nguyén trén Internet phai tuan thu cac quy dinh cta phap luat vé bao dam an toan
thong tin va cac quy dinh cia co quan, t6 chuc;

b) Khi cai dat, két ndi may tinh/thiét bi dau cubi phai thuc hién theo hudng
dan/quy trinh dudi su giam sat cia bo phan chuyén trach vé an toan thong tin;

4. Trong qua trinh st dung thiét bi dau cudi

a) Nghiém tiic chap hanh cac quy ché, quy trinh ndi bo va cac quy dinh khac
ctia phap luat vé an toan thong tin mang. Chiu trach nhiém bao dam an toan thong
tin mang trong pham vi trach nhiém va quyén han duoc giao;

b) C6 trach nhiém tu quan 1y, bao quan thiét bi, tai khoan, ing dung ma minh
dugc giao su dung;

¢) Khi phat hién nguy co hoic sy cd mat an toan thong tin mang phai bao céo
ngay véi cap trén va b phan phuy trach cong nghé thong tin cta co quan, don vi dé
kip thoi ngédn chan va xu 1y.

Piéu 14. Quin ly giam sat an toan hé thong thong tin

1. Hé théng thong tin phai trién khai hé thong giam sat an toan thong tin dap
g cic yéu cau tai Thong tu s 31/2017/TT-BTTTT ngay 15/11/2017 cta Bo
trudng B Thong tin va Truyén thong quy dinh hoat déng giam sat an toan hé thong
thong tin.

2. Dbi v6i cac hé thong thong tin, phan mém, tmg dung, co s& dit liéu khong
duoc dat tai Bon vi tich hop dir li¢u tinh (S Thong tin va Truyén thong) thi c6 trach
nhiém ty thue hién hodc yéu ciu doanh nghiép cung cip dich vu bao dam cac yéu
cau giam sat an toan hé thong thong tin theo quy dinh ctia phap luat.

3. Pinh ky hang nam t6 chic dénh gia, kiém tra ddi v4i hé thong thong tin noi
b tai co quan, don vi. Thuc hién cac bién phap bao tri can thiét d¢é bao dam kha
nang xt Iy va tinh sin sang ctia hé thong thong tin.

Picu 15. Ung ciru swr ¢d an toan thong tin
1. Nguyén tic tng ctru xir 1y su cd
a) Chu dong, kip thoi, nhanh chdng, chinh xac, déng bo va hiéu qua;

b) Phéi hop chat ché, tudn thu quy dinh ctia phap ludt vé diéu phdi tng ctru su
cd an toan thong tin;

C) Ung ctru xu ly su cd trude hét phai dugc thyc hién, xu ly béng luc lugng tai
chd va trach nhiém chinh cta chii quan hé théng thong tin;
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d) Viéc xur 1y sy ¢b an toan thong tin phai bao dam quyén va loi ich hop phap
cua co quan, don vi; ca nhan, bao méat thong tin ¢4 nhan, thong tin ri€ng ctia co quan,
don vi khi tham gia cac hoat dong tng ctru xir 1y su ¢b

2. Phan nhém sy cb an toan thong tin

a) Su ¢ do bi tan cong mang: Tén cong tur chdi dich vu; tAn cong gia mao; tAn
cong st dung ma doc; truy cap trai phép, chiém quyén diéu khién; tin cong thay dbi
giao di¢n; tAn cong sao phén meém, dit liéu, thiét bi; pha hoai thong tin, dir li¢u, phﬁn
mém; nghe trom, gian diép, ldy cip thong tin, dir liéu; cac hinh thic tin cong mang
khac;

b) Su ¢ do 16i cuia hé thong, thiét bi, phan mém, ha tang k¥ thuat;

c) Su ¢ do 16i cua nguoi quan tri, van hanh h¢ théng;

d) Su cd lién quan dén cac tham hoa ty nhién nhu bao, lut, dong dét, hoa
hoan

Phuong an tiép nhan, phat hié€n, phan loai va xt Iy ban dau su cb an toan thong
tin

Hoat dong Gmg ciru su ¢6 an toan thong tin mang huy dong cac ngudn lyc nim
ngoai pham vi ctia don vi van hanh hé thdng thong tin dé ddi pho véi cac su ¢b quy
dinh tai khoan 1 diéu nay

3. Phan loai mirc d§ nghiém trong su cd

a) Thap: Su cb gdy anh huéng ca nhan va khong lam gian doan hay dinh tré
hoat dong chinh cua co quan, don vi;

b) Trung binh: Sy ¢b anh huong dén mot nhom ngudi dung nhung khong gay
gian doan hay dinh tré hoat dong chinh cua co quan, don vi;

¢) Cao: Sy ¢ tac dong dén kha ning van hanh cua hé théng thong tin, anh
huong dén dir liéu, thiét bi, gdy anh huong dén hoat dong chung cua co quan, don
vi va hoat dong cung cép dich vu cong cho nguoi dan, doanh nghié¢p;

d) Nghiém trong: Su c¢b gdy gian doan hodc dinh tré hé thong trong mot khoang
thoi gian ngén, anh hudng nghi€ém trong dén dir liéu, thiét bi ciia hé théng, gay thiét
hai nghiém trong cho co quan, don vi va ngudi dan, doanh nghiép;

d) bac biét nghiém trong: Su ¢d lam té 1iét toan bd hoat dong cua hé théng,
gay thiét hai dic biét nghiém trong cho co quan, don vi va nguoi dan, doanh nghiép,
de doa trat tu an toan xa hoi.

4. Quy trinh phdi hop tng ctru xtr Iy su ¢b

a) Budc 1: Néu hé thong c6 nguy co mit an toan thong tin mang thudc tham
quyén co quan, don vi truc tiép quan 1y thi thyc hién tiép Budc 2.
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b) Budc 2: Tién hanh xur 1y su 6 theo quy ché ndi bod cta co quan, don vi. Néu
su ¢d duogc khic phuc thi 1ap bién ban ghi nhan va két thiic quy trinh phdi hop xtr Iy
su ¢b. Khi su ¢ vuot qué kha nang x1r Iy ciia co quan, don vi, 1ap bién ban ghi nhan
va thuc hién tiép Budc 3;

¢) Budc 3: Béo sy ¢b vé S¢ Khoa hoc va Cong nghé Pong nai theo miu s 01
kém theo Quy ché;

d) Budc 4: Phdi hop véi S& Khoa hoc va Cong nghé Pong nai va cac co quan,
don vi, to chirc ¢6 lién quan dé tién hanh khic phuc su c¢d va thue hién tiép Buoc 5;

d) Budc 5: Lap bién ban ghi nhan va két thuc quy trinh phdi hop xir 1y sy cd
theo mau sd 02 kém theo Quy ché nay. Lanh dao co quan, don vi phai chi dao kip
thoi dé khéc phuc va han ché thiét hai, bao cdo bﬁng van ban cho Lanh dao Pon vi.

5. Trudong hop co su cd nghiém trong ¢ muc dd cao, khan cép hoac vugt qua
kha niang khic phuc ctia Van phong HDND-UBND tham muu Chi tich bao cao ngay
S¢ Khoa hoc va Cong nghé dé duoc huéng dan, hd tro.

6. Phong vin hoa va thong tin 1 co quan chuyén trach vé an toan thong tin co
trach nhiém

a) Tiép nhan, phat hién, phan loai va xir 1y ban du su cb an toan thong tin
mang, ung phé sy ¢b an toan thong tin mang;

b) Thuc hién quy trinh tng ctru sy ¢b an toan thong tin mang thong thudng va
nghiém trong theo quy dinh;

¢) Phdi hop véi co quan chirc nang, cac nhom chuyén gia, bén cung cap dich
vu hd tro trong viée xtr Iy, khic phuc su ¢b an toan thong tin; yéu cau bén cung cap,
hd tro cung cép quy trinh xr 1y su ¢d cho cac dich vu do bén cung cép, hd tro cung
cap lién quan dén hé thong;

d) Tham gia dién tip phuwong an xir 1y su ¢b an toan thong tin theo chi dao cta
nganh cap trén.

Chuong 111
KIEM TRA PANH GIA CONG TAC
PAM BAO AN TOAN THONG TIN MANG

Piéu 16. Ké hoach kiém tra hang nam

1. Phong Vin hoa thong tin chi tri, phdi hop véi S Khoa hoc va Cong nghé
va cac don vi lién quan tién hanh kiém tra cong tic dam bao an toan thong tin doi
v6i cac co quan, don vi trén dia ban phudng theo Ké hoach cong tac hang nam.

2. Tién hanh kiém tra dot xuét cac co quan, don vi khi c6 dAu hiéu vi pham an
toan dbi voi cac hé théng thong tin trén dia ban phudng.
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Piéu 17. Noi dung hinh thirc kiém tra danh gia hé thong thong tin
1. N6i dung kiém tra, danh gia

a) Kiém tra viéc thyuc theo cac ndi dung theo Quy ché nay; viéc tuan tha quy
dinh cua phap luat vé bao dam an toan hé thong thong tin; kiém tra hiéu qua cta cac
bién phép bao ddm an toan thong tin;

b) Panh gid hiéu qua cua bién phap bao ddm an thong tin tai don vi; phat hién
ma doc, 16 héng, diém yéu, thir nghiém xam nhép hé théng;

¢) Kiém tra, ddnh gia cac ndi dung khac theo quy dinh hé théng an toan thong
tin.

2. Hinh thirc kiém tra, danh gia

a) Kiém tra, danh gia dinh ky theo ké hoach ciia Uy ban nhan dan phudng va
don vi chuyén trach vé an toan thong tin cia tinh;

b) Kiém tra, danh gia dot xuat theo yéu ciu cta cap c6 tham quyeén.
3. Cap c6 tham quyén yéu cau kiém tra, danh gia
a) bon vi chuyén trach ATTT tai Trung uong;

b) Uy ban nhan dan tinh hodc S& Khoa hoc va Cong nghé (don vi chuyén trach
vé an toan thong tin trén dia ban tinh);

¢) Uy ban nhin dan phuong Binh Phuéc giao nhiém vu kiém tra vé an toan
thong tin cho Phong Vian héa va Thong tin tryc tiép xir 1y.

4. Pon vi chu tri kiém tra, danh gia 13 don vi duoc cip c6 thAm quyén giao
nhiém vu hodc dugc lua chon dé thyuc hién nhiém vu kiém tra, danh gia.

5. P6i tuong kiém tra, danh gia 1a cac phong/ban don vi truc thuéc Uy ban
nhan dan phuong Binh Phudec.

Chuong IV
TRACH NHIEM BAO PAM AN TOAN THONG TIN
MANG VA TO CHUC THU'C HIEN
Piéu 18. Trach nhiém ciia Phong Vin héa — Xa hdi

1. Tham muu Uy ban nhan din phudng vé cong tic bao dam an toan thong tin
trén dia ban phuong va chiu trach nhiém trudc Uy ban nhan dan phuong trong viéc
bao ddm an toan thong tin.

2. Tham muu Uy ban nhan dan phudng xay dung ho so dé xuat cap do an toan
thong tin va bao dam an toan cho cc hé thong thong tin theo quy dinh ctia Luat An
toan thong tin mang va cac van ban huéng dan thi hanh Luat An toan thong tin mang.

14



3. Chu tri, phdi hop voi cac co quan, don vi ¢ lién quan tién hanh kiém tra
cong tac bado dam an toan thong tin mang dinh ky hang nam hoac theo chi dao cua
Uy ban nhén dan phuong ddi véi cac co quan nha nudc dong trén dia ban phuong.

4. Hang nam, cir can bd tham gia cac 16p ddo tao, tp hudn vé cong tac bao
dam an toan thong tin mang cho can bd phu trach an toan thong tin mang. T6 chire
tuyén truyén vé an toan thong tin mang trong cong tac quan Iy nha nudce trén dia ban
phuong.

5. Phéi hop voi Cong an phudng cé cac bién phap phong, chdng cac théng tin
vi pham phap luat, anh huong dén an ninh qudc gia, trat tu, an toan xa hoi trén moi
truong mang, nhat 13 trén cac cong/trang thong tin dién tir, mang xa hoi.

6. La co quan dau moéi thuc hién viéc ti€p nhan va xtr Iy cac sy cd v€ an toan
thong tin mang trén dia ban phuong.

Pi¢u 19. Trach nhiém ciia Vin phong HDND-UBND phuong

1. Tham muu UBND phuong cur cong chirc chuyén trach cong nghé thong tin
van hanh hé thong thong tin theo quy dinh tai Quy ché nay va cac nhiém vu do chu
quan hé théng thong tin phan cong.

2. Chi dao, phan cong can bo phan k¥ thuat thudc don vi (quan ly tng dung;
quan ly dir li¢u; van hanh hé théng thong tin; trién khai va hd trg ky thuat) trién khai
cong tac bao dam an toan thong tin trong tit ca cac cong doan lién quan dén hé théng
thong tin.

3. Phéi hop v6i Cong an phudng va Phong Vian héa — X3 hoi thuc hién bién
phap phong, chéng cac thong tin vi pham phap luat, anh huong dén an ninh qudc
gia, trat ty, an toan xa hoi trén moi trudong mang, nhat 1a trén cac cong/trang thong
tin dién tir, mang xa hoi.

4. Cir can bd tham gia cac 16p dao tao, tip hudn vé cong tac bao dam an toan
thong tin mang.

Piéu 20. Trach nhiém cia cic phong, ban, Trung tim PVHCC

1. Lanh dao cac don vi c6 trach nhiém to churc thuc hién cac quy dinh tai Quy
ché nay va chiu trach nhiém trong cong tic bao dam an toan thong tin mang cia co
quan, don vi minh; quan ly theo quy dinh tai Ludt An toan thong tin mang va cac
vin ban huéng dan thi hanh Lu4t An toan thong tin mang.

2. Phan cong can bd thuc hi¢n viéc bdo dam an toan thong tin clia co quan,
don vi; chi dao cong chirc, vién chirc va ngudi lao dong nghiém tic chp hanh cac
quy dinh vé bao dam an toan thong tin; thuong xuyén to chitc quan triét cac quy dinh
vé an toan thong tin trong co quan, don vi.

3. Thuc hién bao dam an toan thong tin gdm cac ndi dung co ban nhu quy dinh
vé quan 1y ha tAng mang, bao dam an toan dir liéu, bao dam an toan thiét bi va ngudi
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dung dau cubi phit hop véi Quy ché nay va cac quy dinh ctia phap luat.

4. Phéi hop, cung cap thong tin va tao diéu kién cho cac don vi c6 thdm quyén
trién khai cong tac kiém tra khac phuc su cd xay ra mot cach kip thoi, nhanh chong
va dat hi€¢u qua.

5. Phéi hop chit ché v6i Phong Vin hoa — Xa hoi va cac co quan, don vi lién
quan trong cong tac phong ngira, dau tranh, ngin chin cac hoat dong xAm pham an
toan thong tin trén khong gian mang.

6. Hang nam dé xuat kinh phi cho viéc ing dung cong nghé thong tin ndi chung
va cong tdc bdo dam an toan thong tin mang ndi riéng trong ndi bd co quan, don vi
minh; 1ap ké hoach mua phan mém chong virus c6 ban quyén phan mém... nham
thuc hién tot cong tac bao mat, bao dam an toan thong tin mang dua vao dy todn chi
dé trién khai thuc hién.

7. Phéi hop véi cac co quan, t6 chirc trong cong tac hd tro didu phdi xir 1y sy
cd an toan thong tin.

8. Thuc hién cac bao cdo vé an toan thong tin mang khi Lanh dao c6 yéu ciu.

Piéu 21. Trach nhiém ciia can b cong chirc, vién chirc va nguwoi lao dong
trong cac co quan don vi

1. Trach nhiém cta can bo phuy trach vé an toan thong tin/cong nghé thong tin
tai co quan, don vi

a) Chiu trach nhiém bdo dam an toan thong tin mang cua co quan, don vi;

b) Tham muu lanh dao co quan ban hanh cac quy ché, quy trinh noi bd, trién
khai céac giai phéap ky thudt bdo ddm an toan thong tin mang;

c¢) Thuc hién viéc giam sat, danh gia, bao cdo Lanh dao co quan, don vi cac rui
ro mat an toan thong tin mang va muc dd nghiém trong cta céc rai ro do;

d) Phéi hop véi cac ca nhan, don vi c6 lién quan trong viéc kiém soat, phat
hién va khac phuc céac su co an toan thong tin mang;

d) Thuong xuyén cap nhat ning cao kién thuc, trinh d6 chuyén mén dap ung
yéu cau bao dam an toan thong tin mang cua don vi.

2. Trach nhi€ém cua nguoi st dung

a) Nghiém tiic chap hanh cac quy ché, quy trinh ndi bo va cac quy dinh khac
ctia phap luat vé an toan thong tin mang. Chiu trach nhiém bao dam an toan thong
tin mang trong pham vi trach nhiém va quyén han dugc giao;

b) Co trach nhiém tu quan ly, bao quan thiét bi, tai khoan, ung dung ma minh
duoc giao su dung;
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¢) Khi phat hién nguy co hodc sy cd mat an toan thong tin mang phai bao céo
ngay véi cp trén va bd phan phu trach cong nghé thong tin cta co quan, don vi dé
kip thoi ngdn chan va xu 1y;

d) Tham gia cég chuong trinh ddo tao, hoi nghi vé an toan thong tin mang duoc
don vi chuyén mon t6 chuec.
Chuong IV
TO CHUC THUC HIEN
Pié¢u 22. Kinh phi thue hién

Kinh phi bdo ddm an toan, an ninh thong tin mang duoc lay tr nguon ngan
sach nha nudc du toan hang nam cta don vi.

Cin ¢l vao ké hoach hang nam, cac don vi lién quan c6 trach nhi¢m xay dung
ké hoach, dé xuit dy toan cho céc hoat dong bao dam an toan, an ninh thong tin
mang giri Van phong HDND va UBND phudng dé tong hop, giri Phong Kinh té -
Ha tang tham dinh, trinh Chu tich UBND phuong phé duyét.

Piéu 23. B sung — Stra doi

1. Pinh ky 03 ndm hoic khi ¢ thay d6i Quy ché bao dam an toan théng tin
kiém tra lai tinh phu hgp va thuc hién ra soat, cap nhat, bo sung.

2. Trong qua trinh thyc hién quy ché, néu c¢6 van dé vudng mac, phét sinh, cac
don vi phan anh kip thoi vé Phong van hoa thong tin dé tong hop bao cao Chu tich
Uy ban nhan dan phuong xem xét diéu chinh, bo sung.

Piéu 24. Ché dj bao cao
1. Bao cao dinh ky:

a) B4o c4o an toan thong tin dinh ky hang nim gdm céc ndi dung quy dinh tai
khoan 3 Piéu 17 Théng tu 03/2017/TT-BTTTT.

b) Bao c4o hoat dong giam sat ctia chii quan hé thong thong tin dinh ky 6 thang
theo mau tai Phy lyc 2 Thong tw 31/2017/TT-BTTTT.

2. Bao céo dot xuat: Béo céo vé cong tac khéc phuc ma doc, 16 héng, diém
yéu, trién khai canh bao an toan thong tin va cac bao cdo dot xuat khac theo yéu cau
cua don vi chuyén trach vé an toan thong tin cua don vi hoac yéu cau cua Lanh dao
Uy ban nhéan dan phuong.

3. Trach nhiém lap, phé duyét bao cao
a) Cac don vi truc thudc chiu trach nhiém:

- Lap bao co an toan thong tin theo quy dinh tai diém a khoan 1 diéu nay, giri
Vian phong HDND va UBND phuong trudc ngay 15 thang 11 hang nam.
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- Lap bao céo hoat dong gidm sat cia chi quan hé théng thong tin theo quy
dinh tai diém b khoan 1 diéu nay, gri Van phong HDND va UBND phudng trude
ngay 15 thang 6 va 15 thang 12 hang nam.

- B4o céo d6t xuét theo hudng dan ctua Van phong HDND va UBND phuong.

b) Vian phong HPND va UBND phuong chiu trach nhiém tap hop, tong hop
bao cdo cua cac don vi, trinh Chu tich UBND phuong phé duyét, giri cac co quan
quan 1y nha nudc vé an toan thong tin.

Piéu 25. Khen thuéng, ky luit

1. Két qua thyc hién Quy ché nay 1a mot trong nhiing tiéu chi ddnh gia két qua
thuc hién hang ndm cua cé nhan, don vi déng thoi 1a ti€u chi bat buoc dé xem xét
tinh hinh khen thudng va danh hi¢u thi dua ddi véi céac td chire, ca nhan.

2. Pon vi, c4 nhan vi pham Quy ché nay va cac quy dinh khac cua phéap luat
vé bao dam an toan, an ninh thong tin mang, tuy theo tinh chat, muc do vi pham s&
bi xtr 1y ky luat hodc cac hinh thirc xir Iy khac theo quy dinh cta phap luat; néu vi
pham gy thiét hai dén tai san, thiét bi, thong tin, dit liéu thi chiu trach nhiém bdi
thuong theo phap luat hién hanh.

Piéu 26. Trach nhiém thi hanh

1. Can ctr Quy ché nay, lanh dao cac phong, ban, don vi lién quan c6 trach
nhiém pho bién, quan triét dé€n toan bd can bo, cong chirc, vién chirc, nhan vién trong
don vi thuc hién cac quy dinh ctia Quy ché nay.

2. Phong Vin hoa — X4 hoi co trach nhiém theo ddi, don ddc, kiém tra, danh
gia viéc thuc hién Quy ché, bao cdo Uy ban nhan dan phuong theo dinh ky hang
nam hodc dot xuat theo yéu cau cua Uy ban nhan dan phudng va co quan c6 thim
quyén ctia tinh.

3. Trong qué trinh thuc hié¢n, néu ¢6 kho khan, vuong méc, phat sinh cac don
vi phan anh kip thoi vé Phong Vian hoa — Xa hoi phuong dé tong hop bao cao Uy
ban nhan dan phudng xem xét, diéu chinh, bd sung./.
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